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Measurement of electromagnetic near-field of a cryptographic LSI provides data on its
instantaneous circuit operation. Therefore magnetic near field can be a target for side channel
attack to steal secret key of encryption [1]. Current interest is on the effectiveness to attack
cryptographic circuit locally rather than to whole LSI chip, which may yield higher
correlation to the secret key. In this paper, two types of miniature shielded-loop type
magnetic probes were used to analyze RF magnetic near field on the ISO/IEC 18033-3
Standard Cryptographic LSI made by 0.13 pm CMOS process with clock frequency of 24
MHz [2]. Fig. 1 shows 41st harmonic (984 MHz) map of magnetic near filed measured by the
180x180 um*-size on-chip shielded loop probe we developed[3]. The targeting cryptographic
circuit, AES Comp, is located bottom left area of the chip as indicated by the rectangle. It
employs 16 BITE secret key. Many line images are seen, corresponding to the power and
ground lines. Magnetic filed is strong not only on the AES Comp. Such a detailed map was
depicted for the first time for cryptographic LSI. Then the ddifferential electromagnetic
analysis (DEMA) was performed and summarized in the form of error rate in Fig. 2. This
figure means the number of non-decrypted BITEs out of total 16 BITEs of the secret key, as a
function of number the magnetic field waveform data measured by the shielded-loop probe
(1000 x 500 um?®, CP-2S, NEC). It is obvious that all the BITEs of secret key are decrypted
by using only 1x10* waveform data in case the waveform is measured closely to the
AES Comp (points 1 and 2 in Fig. 1). At the points 3 and 4, magnetic field intensity is as
high as point 1 but the error rate does not converge to zero until the waveform number
reaches 3x10”. This means the meaningful information is much on/closely to the AES_Comp.
As the countermeasure against DEMA, 25um thick spin-spray NiZn ferrite film (ur=50 at
IMHz, NEC Tokin Co, type E25) was attached on top of bare LSI chip to suppress magnetic
field intensity by 6 dB as shown in Fig. 3. Thus magnetic film can be a good candidate to
protect cryptographic LSI from side channel attack. Grants by SCOPE, JST, and magnetic
film provision by NEC Tokin Co. are acknowledged.
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map on AES_Comp.
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